
Privacy Notice – Procurement 

This Privacy Notice describes how Intercept Pharmaceuticals, Inc., and its subsidiaries (collectively, 

“Intercept”) collect, use, disclose and otherwise process personal data in relation with the procurement 

of goods and services to Intercept. 

Personal Data We Collect 

Depending on the circumstances of our relationship with you, Intercept may collect and process the 

following categories of personal data about you: 

• Contact Information (e.g., first name, last name, postal address, email address, telephone number, 

job title, and your employer name) 

• Academic Background  

• Professional Information (e.g., work history, institutional affiliations, medical licenses, curriculum 

vitae) 

• Tax and Financial information (e.g., tax identification number, bank account, bank account for 

payment purposes) 

• Information necessary to facilitate your travel (e.g., passport number) 

• Usage Data and Online Identifiers (e.g., IP address, network usage) 

In certain circumstances, Intercept may collect and process records of certain personal data that may be 

considered “sensitive”. Sensitive personal data may include: 

• Health-related data, e.g., dietary preferences  

• Ethnicity for diversity purposes  

• Trade-union membership 

• Criminal Background 

Purposes of Processing 

Intercept may process personal data about you for the following purposes: 

• Verification of qualifications and professional background; 

• Onboarding and management; 

• To enter into a contractual relationship with you; 

• To pay for services rendered; 



• Expense management and reimbursement; 

• To arrange business travel; 

• Budget planning and administration; 

• Internal investigations and other compliance activities, including assessing vendor adherence to 

Intercept policies and procedures; 

• Managing access to, use of, and security of Intercept systems, facilities and property (which may, in 

some instances, include video monitoring); 

• Legal proceedings and government investigations, including preservation of personal data, when 

required.  

In some instances, we may receive information about you from other sources, such as publicly available 

sources or third parties. We may combine this information with the personal data that you provide to 

us.  

Use of Intercept Resources 

As applicable, you are required to read and comply with all applicable Intercept policies. In order to 

manage information technology-related expenses, maximize system efficiency, and secure our network, 

Intercept may collect, process and transfer to third parties, information about how its resources are 

used. For example, Intercept collects and processes information on the use of its information technology 

systems (e.g., intranet, internet, email) and telecommunications systems. By gathering this information, 

Intercept is able to improve, maintain and secure its information technology and telecommunications 

systems. 

Legal Basis for Processing 

If you reside in the European Union (“EU”), we are required to inform you of the legal bases Intercept 

relies on when processing your personal data, which are described in the table below.   

Processing purpose  Legal basis 

To meet contractual obligations Processing is necessary to meet our obligations of your contract 

with Intercept or to take steps that you request prior to entering 

into a contract with Intercept. 



Processing purpose  Legal basis 

Intercept’s legitimate interests  Intercept has a legitimate interest to process the personal data 

we collect to effectively run our business, including for purposes 

of planning, fraud prevention and safety. We balance any 

potential impact on you (both positive and negative) and your 

rights before we process your personal data for our legitimate 

interests. We do not use your personal data for activities where 

our interests are overridden by the impact on you (unless we 

have your consent or are otherwise required or permitted to by 

law). 

To comply with law Processing is necessary to comply with our legal obligations, to 

protect against, identify, investigate, and respond to fraud, 

illegal activity, and claims and other liabilities, including by 

enforcing the terms and conditions that govern the services we 

provide.   

With your consent If Intercept relies on consent for the processing of your personal 

data, we will seek such consent at the time we collect your 

personal information. Where we rely on your consent you have 

the right to withdraw it anytime. 

 

Transfer of Personal Data 

• Regulatory Authorities 

Intercept may be required to share personal data with public authorities to respond to appropriate 

requests of legitimate government agencies, or where required by applicable laws, court orders or 

government regulations.  

• Intercept Affiliates and Service Providers 

Intercept may transfer personal data to its affiliates and other trusted service providers acting on its 

behalf. Such service providers may include, but are not limited to, contract research organizations, 

meeting organizers, market research providers and marketing service providers. Some of these 

entities may be located in countries other than that in which the personal data was first collected, 

such as the United States or other non-EU or European Economic Area (EEA) countries. Some of 

these countries may not require the same level of data protection as the country in which you are 

located. However, Intercept will only transfer personal data after ensuring that arrangements are in 

place to protect personal data transferred. For example, transfers from the EU or Switzerland to 



Intercept Pharmaceuticals, Inc. in the United States, may be made under the EU-US or Swiss-US 

Privacy Shield framework, or EU-approved Model Contracts.  Companies working on our behalf are 

bound to process such personal data according to applicable data privacy standards. Regardless of 

the country in which your personal data is collected or processed, Intercept takes measures to 

maintain appropriate administrative, technical and physical safeguards to securely maintain data 

and protect data about you.   

• Business Transfers 

We may sell, transfer or otherwise share some or all of our business or assets, including your 

personal data, in connection with a business deal (or potential business deal) such as a merger, 

consolidation, acquisition, reorganization or sale of assets or in the event of bankruptcy, in which 

case we will make reasonable efforts to require the recipient to honor this Privacy Notice. 

Retention of Personal Data 

Personal data will be securely retained for as long as is necessary to fulfill the purposes for which it is 

collected and processed. We may retain personal data for longer periods for purposes of archiving in the 

public interest, scientific research or statistical purposes, subject to implementation of appropriate 

technical and organizational measures.  In some instances, Intercept may be required by law to retain 

certain personal data for specified time periods. 

Your Rights 

Regardless of where you reside, you can submit privacy inquiries and requests by email to 

privacyprotection@interceptpharma.com or to our postal address provided below. If you reside in the 

EU, you may request that we take the following actions in relation to your personal data: 

• Access.  Provide you with information about our processing of your personal data and give you 
access to your personal data. 

• Correct.  Update or correct inaccuracies in your personal data. 

• Delete.  Delete your personal data. 

• Transfer.  Transfer a machine-readable copy of your personal data to you or a third party of your 
choice. 

• Restrict.  Restrict the processing of your personal data. 

• Object. Object to our legitimate interests as the basis of our processing of your personal data.   
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Contact Us 

If you have any questions or concerns about this Privacy Notice, please email us at 

privacyprotection@interceptpharma.com, or write us at:  

Intercept Pharmaceuticals, Inc 
Legal Affairs Department 
10 Hudson Yards 
37th Floor 
New York, NY 10001 

If you reside in the EEA or Switzerland and you seek to exercise your statutory rights, you may also 

contact our Data Protection Officer by sending an email to privacyprotection@interceptpharma.com 

with the subject line “Data Protection Officer”. You also have the right to submit a complaint with the 

relevant data protection supervisory authority of the country you reside. 
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